SUBJECT:
Vulnerability in Internet Explorer 8 Could Allow Remote Code Execution

OVERVIEW:

A vulnerability has been discovered in Microsoft's web browser, Internet Explorer,
which could allow an attacker to take complete control of an affected system.
Exploitation may occur if a user visits or is redirected to a web page which is
specifically crafted to take advantage of the vulnerability. Successful exploitation
of this vulnerability could result in an attacker gaining the same privileges as the
logged on user. Failed exploit attempts may result in a denial-of-service
condition.

RISK:

Government:
 Large and medium government entities: High

Remediation: Microsoft has released information which can be found
at: https://technet.microsoft.com/en-us/security/bulletin/ms13-038

To download the Update: htip://www.microsoft.com/en-
us/download/details.aspx?id=39031

Download page:
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Install Instructions

1. Click the Download button on this page to start the download, or choose a
different language from the drop-down list and click Go.


https://technet.microsoft.com/en-us/security/bulletin/ms13-038
http://www.microsoft.com/en-us/download/details.aspx?id=39031
http://www.microsoft.com/en-us/download/details.aspx?id=39031
http://www.microsoft.com/en-us/download/confirmation.aspx?id=39031

2. Do one of the following:
o To start the installation immediately, click Open or Run this program
from its current location.
o To copy the download to your computer for installation at a later time,
click Save or Save this program to disk.

To determine what version of Internet Explorer you are using.

1. Open Internet Explorer
2. Click on the “Help” tab
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3. Click on the “About Internet Explorer”



il & X @ hupy//ewen cabggov/defaultaspx

& Home - City Of Albu... X
file Edit View Favorites Tools [Lat]

x m-Q [ Internet Explorer Help f
Gty Of Abuqueraue What's New in Internet Explorer 9 Wekome Montoya, A C. v | @ 4 |
(B)Cily Employee Web ity Of All  Online support Thie:She Y, L
&l eotanqaoy
| jtomey Humen Resource Polces _ Employee Sef About Intemet Explorer p Acked Questions
1 News and Alerts L
= Arima Viare
Employee Alerts A Adas
. Modfed = Budget
= City Oerk
National Bke to Work Day ! new 5/15/2013 2:51PM = Cultural Services
Nutition Class May 21 S/13/2013 12:11PM & Economic Development E
® Emergency Operasions Center
Website Help & Hints: Oplimizing for the Search S/ 13 4:06 PM
g 31! = Enterprise Resource Planning (ERP)
Employee Benefits Open Ervolinent 2013-2014 5/6/20139:27 AM & Envrcrmental Health
Mabie Mealth Center May 2013 Schedule: 4/23/2013 420PM & Family and Community Services
p— 2 e s aciom
egster: Aprd 19 41272013 4:44PM & Mumen Resources
Warehouse Deadine Memo 4/4/20139:32AM * Informaton Technology Services Division
Take home Vehide Apphcaton 4472013 243 AM : :::MM!
Procurement Deadines for FY13 4272013 11:15 A = Muniapal Development |
A/1/2013 8:46 AM ® Office of Emergency Management
. = Offe of Ispector Gererd
o :
Requests. 3/19/20139:36 AM ik el RseriRi
Veterans Coina 3/15/2013 3:36PM & Plarring
Gurdelnes for Healthy Food at Work 1242013 7:47 AM = Poiice
& Poike - JIC
3 :
2013 Cash Handing Class Schedue: 1/10/2013 9:33AM » Risk &
Holdays - 2013 12/6/2012 11:09 AM ® Senor Affars
Notce for Mrimum Wage 12/5/2012 1:16PM = Sohd Waste:
» Transt
7 -
Windows 7 and Office 2010 Quick Start Cards 6/12/2012 12:35PM » wan
Nominate Somecne for Employee of the Week 223012 11:31 AM

The version will be shown under the Windows Internet Explorer banner.
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If you require assistance in this update please contact the ITSD Help Desk 768-2930.



